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InfoNote-001 Nota informare generala Sll Romania

NOTA DE INFORMARE GENERALA PRIVIND PRELUCRAREA DATELOR CU
CARACTER PERSONAL iN CADRUL SIl ROMANIA

Scopul acestui document este sa clarifice ce date prelucram, in ce mod si cu ce scop, conform legislatiei
aplicabile in materie, inclusiv Regulamentul (UE) 2016/679 privind protectia persoanelor fizice in ceea
ce priveste prelucrarea datelor cu caracter personal si privind libera circulatie a acestor date si de
abrogare a Directivei 95/46 / CE (GDPR). lti respectdm confidentialitatea si nu vindem niciodata liste
sau adrese de e-mail. Fiind pe deplin constienti de faptul ca informatiile personale iti apartin, facem tot
posibilul sa le stocam in siguranta si sa le prelucram cu atentie. Nu oferim informatii unor parti terte fara
a te informa.

Aceasta nota te informeaza asupra datelor pe care le procesam Tn legatura cu tine, indiferent de pozitia
in care te afli:
B client/partener — persoana fizica,
P reprezentant al unui client/partener — persoana juridica,
B solicitant al unei oferte sau persoana care ne contacteaza in alte scopuri (de exemplu in
legatura cu diverse cereri, reclamatii sau candidaturi),
b vizitator al sediului nostru,
fost/ actual/ potential angajat sau intern,
b vizitator al site-ului nostru etc.

v

Aceasta nota trateaza, in ordinea de mai jos, urmatoarele aspecte:

1. Definitii/termeni folositi in cuprinsul acestei note de informare;
Categoriile de date cu caracter personal pe care le prelucram;
Scopurile pentru care prelucram acele date cu caracter personal;
Temeiurile care justifica prelucrarile noastre;

Persoanele catre care este posibil sa divulgam datele;

Perioada pentru care stocam datele;

Consecintele refuzului de a ne furniza datele cu caracter personal privitoare la tine;
Drepturile tale si informatii cu privire la exercitarea acestora;

Detaliile noastre de contact si

0. Modificarile acestei note informare.

2O NOO R WD

1. DEFINITII. TERMENI

e Autoritatea de supraveghere a prelucrarii datelor cu caracter personal: autoritate
publica independenta care, potrivit legii, are atributii referitoare la supravegherea respectarii
legislatiei protectiei datelor cu caracter personal. In Romania, aceastd autoritatea de
supraveghere a prelucrarii datelor cu caracter personal este Autoritatea Nationala de
Supraveghere a Prelucrarii Datelor cu Caracter Personal (ANSPDCP).

e Date cu caracter personal: orice informatii privind o persoana fizica identificatd sau
identificabila (denumita ,persoana vizatd”). O persoana fizica este identificabild, daca poate fi
identificata, direct sau indirect, Tn special prin referire la un element de identificare, de exemplu:
nume, numar de identificare, date de localizare, identificator online, unul/mai multe elemente
specifice proprii identitétii fizice, fiziologice, genetice, psihice, economice, culturale sau sociale
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a respectivei persoane (de exemplu: numele si prenumele; adresa de domiciliu sau de
resedinta; adresa de email; numarul de telefon; codul numeric personal (CNP); serviciile
medicale accesate (sunt date sensibile); diagnosticul stabilit (sunt date sensibile); date genetice
(sunt date sensibile); date biometrice (sunt date sensibile); date de geolocatie. Categoriile
de date cu caracter personal referitoare la tine pe care le prelucram sunt descrise mai jos.

o Categorii speciale de date cu caracter personal (date cu caracter personal sensibile/
date sensibile): datele cu caracter personal care: dezvaluie originea rasiala sau etnica, opiniile
politice, confesiunea religioasa sau convingerile filozofice sau apartenenta la sindicate; datele
genetice; datele biometrice pentru identificarea unica a unei persoane fizice; datele privind
sanatatea, viata sexuala sau orientarea sexuala a unei persoane fizice.

e Operator: persoana fizica sau juridica care decide de ce (in ce scop) si cum (prin ce mijloace)
sunt prelucrate datele cu caracter personal. Potrivit legii, rdspunderea pentru respectarea
legislatiei referitoare la datele cu caracter personal revine in primul rand operatorului. Tn
relatia cu tine, noi suntem operatorul, iar tu esti persoana vizata.

¢ Persoana imputernicita: orice persoana fizica sau juridica care prelucreaza date cu caracter
personal in numele operatorului, alta decat angajatii operatorului.

¢ Persoana vizata: persoana fizica la care se refera (céareia i ,apartin”) anumite date cu caracter
personal. in relatia cu noi (operatorul), tu esti persoana vizata.

e Prelucrare a datelor cu caracter personal: orice operatiune/set de operatiuni
efectuata/efectuate asupra datelor cu caracter personal sau asupra seturilor de date cu
caracter personal, cu sau fara utilizarea mijloacelor automatizate; de exemplu: colectarea,
inregistrarea, organizarea, structurarea, stocarea, adaptarea sau modificarea, extragerea,
consultarea, utilizarea, divulgarea prin transmitere, diseminarea sau punerea la dispozitie in
orice alt mod, alinierea sau combinarea, restrictionarea, stergerea sau distrugerea
respectivelor date cu caracter personal/seturi de date cu caracter personal. Acestea sunt doar
exemple. Practic, prelucrarea inseamna orice operatiune asupra datelor cu caracter personal,
indiferent daca prin mijloace automate sau manuale.

o Stat tert: un stat din afara Uniunii Europene si a Spatiului Economic European.

2. CATEGORII DE DATE. SCOP. TEMEI

2.1. Membri (reprezentanti, angajati, colaboratori etc.) ai clientilor / partenerilor nostri contractuali
— persoane juridice

Putem prelucra datele tale pentru:

i. Mentinerea relatiei contractuale cu compania din care faci parte. Pentru a putea
colabora cu compania din care faci parte (inclusiv pentru a comunica cu tine pentru
solutionarea eventualelor probleme pe care compania ta sau Sl ROMANIA le intdmpina in
legatura cu contractul dintre acestea), va trebui sa prelucram date cu caracter personal care
se referd la tine. In acest caz, ne vom intemeia prelucrarile pe necesitatea de a executa
contractele la care compania pe care reprezinti este parte si pe interesele noastre legitime de
a putea executa contractele pe care le-am incheiat in bune conditii.

Vom prelucra, in principal, urmatoarele date care se refera la tine: nume, prenume, pozitie, Companie,
numar de telefon, adresa de e-mail.

ii. Comunicare in scop de marketing. Pentru a i trimite comunicari si oferte cu privire la
produsele, serviciile si promotiile noastre, este necesar sa prelucram datele tale cu caracter
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personal. in acest caz, prelucrarea datelor va fi intemeiata pe consimtamantul tdu de a primi
astfel de comunicari de la noi sau, dupa caz, pe interesele noastre legitime, acolo unde in urma
analizei noastre am ajuns la concluzia ca interesele noastre legitime prevaleaza.

Vom prelucra in principal urmatoarele date care se refera la tine: nume, prenume, numar de telefon,
adresa de e-mail.

2.2. Membri (reprezentanti, angajati, colaboratori etc.) ai clientilor actuali sau potentiali ai SlI
ROMANIA

Putem prelucra date cu caracter personal referitoare la tine pentru:

i Furnizarea serviciilor noastre. Vom utiliza datele tale pentru a iti transmite o oferta (la
cererea ta), pentru a incheia si executa contractul cu Compania din care faci parte si
pentru a ne asigura ca fti furnizam serviciile solicitate. In acest caz, vom intemeia
prelucrarile pe necesitatea incheierii si/ sau executarii contractului cu Compania din care
faci parte.

Vom prelucra, in principal, datele tale de identificare (nume, prenume, functia, adresa de e-mail,
numar de telefon).

ii. Solutionarea cererilor tale. Vom utiliza datele tale pentru araspunde eventualelor
solicitari, cerinte sau oricaror altor intrebari pe care ni le transmiti.

In acest caz, temeiul prelucrarilor va fi incheierea si executarea contractului cu tine sau, dupa caz,
consimtamantul tau.

Vom folosi in principal numele, prenumele tau, datele tale de contact (adresa de e-mail, numar de
telefon) si informatii cuprinse in cererea pe care ne-o transmiti.

iii. Comunicare in scop de marketing. Pentru a fti trimite comunicari si oferte cu privire la
produsele, serviciile si promotiile noastre (din initiativa noastra), este necesar sa prelucram
datele tale cu caracter personal. In acest caz, prelucrarea datelor va fi intemeiatd pe
interesele noastre legitime de a oferta Serviciile pe care compania noastra le presteaza
sau pe consimtamantul tau.

Vom prelucra in principal urmatoarele date care se refera la tine: nume, prenume, adresa de e-mail,
numar de telefon.

2.3.Membri ai autoritatilor publice

Vom utiliza datele tale cu caracter personal pentru indeplinirea obligatiilor noastre legale, cum ar fi
raspunsul la solicitarile unor autoritati, tinerea de registre prevazute de lege si altele asemenea.

Spre exemplu, va trebui s& pastram numele, prenumele, autoritatea din care faceti parte si semnatura
ta in registrele de control pe care legea ne obliga sa le tinem. De asemenea, daca ne transmiti o
solicitare de informatii din partea autoritatii/ angajatorului tdu, vom prelucra datele (nume, prenume,
functie, angajator) pentru a raspunde.

2.4. Candidati la pozitii/ internship in cadrul SII ROMANIA
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Este posibil sa prelucram datele tale cu caracter personal pentru desfasurarea procesului de recrutare.

Pentru a putea sa analizam aplicatia ta, este necesar sa prelucram datele incluse in aceasta. Aceste
date vor include de regula numele, prenumele, datele tale de contact (numar de telefon si adresa de e-
mail), experienta profesionala, studii si orice alte informatii listezi in CV-ul tau si in alte documente pe
care le-am putea solicita de la tine ori pe care ni le transmiti in mod voluntar.

In aceste cazuri, ne vom intemeia prelucrérile datelor tale pe incheierea / executarea contractului de
munca, stagiu etc.

In situatia in care 7ti vom cere sa asiguri transmiterea catre noi a unor scrisori de recomandare,
vom prelucra date cu caracter personal referitoare la opiniile pe care autorii acelor recomandari le au
despre tine. In acest caz, sursa datelor tale cu caracter personal vor fi persoanele respective. De
asemenea, in acest caz vom prelucra date cu caracter personal privind autorii acelor scrisori (in temeiul
intereselor noastre legitime si/sau in temeiul consimtamantului lor pe care acestia ti I-au dat tie) si privind
alte persoane identificate sau identificabile mentionate in documentele respective (in temeiul intereselor
noastre legitime).

2.5.Daca esti un vizitator al sediului sau al altor incinte ale noastre

Atunci, e posibil sa folosim datele tale cu caracter personal pentru a asigura securitatea persoanelor
si a obiectelor.

In incintele noastre avem instalate camere de supraveghere video (sistem TVCI — televiziune cu circuit
inchis), pentru a asigura securitatea angajatilor nostri, a altor persoane din acele incaperi si a
bunurilor noastre. Asadar, vom prelucra imagini (Tnregistrari video) cu tine timp de 30 zile dupa care
acestea vor fi sterse. in toate cazurile, am indicat locurile unde se aflé aceste camere prin placute de
informare, conform legii. Prelucrarea datelor in acest scop este intemeiata pe obligatia noastra legala
si interesul nostru legitim de asigurare a securitatii persoanelor si a obiectelor din incintele noastre.

In urma analizei riscurilor identificate privind: atac armat, sustragerea de bunuri, incercarea de
patrundere frauduloasa, atac de vandalism, atac terorist si atac cu mjloace explosive samd., am
constatat ca pentru atingerea scopului urmarit si anume acela de a asigura securitatea fizica a
angajatilor nostri, a altor persoane din incaperile noastre si a bunurilor noastre, orice alte
forme/masuri luate nu si-au dovedit eficienta.

2.6.Daca esti un vizitator al site-urilor noastre de pe internet sau ai interactionat cu vreuna
dintre_paginile noastre pe retelele de socializare

Atunci, e posibil sa folosim datele tale cu caracter personal pentru urmatoarele scopuri:

i. imbunatatirea experientei pe website-ul nostru. Pentru a putea tine cont de preferintele
pe care le-ai exprimat In sesiunile de navigare anterioare, pentru a adapta website-ul
nostru la dispozitivul pe care il folosesti, pentru a solutiona problemele pe care le-ai putea
intdmpina la accesare, prelucram date precum: adresa IP; identificatori cookies; alfi
identificatori online; identificator unic de dispozitiv (ID universal unic — UUID); data si
ora accesarii website- ului; istoricul vizitelor; solicitarea web; dispozitivul de pe care
accesezi website-ul; tipul de browser de Internet si limba browser-ului; informatii despre
evenimentele survenite pe dispozitivul tau (de exemplu, erorile); informatii cu privire la
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setarile hardware ale dispozitivului tau; informatii despre locul in care te afli cand accesezi
website-ul nostru, functia ta si/sau compania din care faci parte.

Pentru mai multe informatii cu privire la modul in care folosim tehnologia cookies si tehnologii similare,
te rugam sa accesezi politicle noastre dedicate privind confidentialitatea site-ului la link-ul
https://www.siiromania.ro/privacy-policy/ ~ si  privind  utilizarea de  cookies la link-ul
https://www.siiromania.ro/cookies-policy/.

Temeiul prelucrarii va fi, in cele mai multe cazuri, consimtamantul tau sau interesul nostru legitim.

ii. Cunoasterea opiniilor pe care ni le comunici. De asemenea, atunci cand: publici un
comentariu sub una dintre postarile noastre pe retelele de socializare, apesi butonul Like,
redistribui postarea noastra ori ne transmiti un mesaj pe una dintre paginile noastre, vom
prelucra in principal datele tale pe care ni le-ai transmis (nume de utilizator, functie,
companie, fotografie de profil, actiunea pe care ati intreprins-o — like / altd reactie sau
continutul comentariului tau).

Tn aceste cazuri, ne vom intemeia prelucrarea pe necesitatea pentru executarea termenilor si conditiilor
site-ului nostru pe care i-ai citit acceptat si/sau pe consimtamantul tau .

iif. Gestionarea sistemelor noastre de comunicatii si IT si protectia acestora. Putem
prelucra datele tale pentru: gestionarea sistemelor noastre de comunicatii; gestionarea
securitdtii noastre IT; realizarea auditurilor de securitate asupra retelelor noastre
IT; protejarea datelor si a sistemelor noastre Tmpotriva atacurilor si a altor acte similare
fn mediul virtual.

in acest scop, vom prelucra in principal date privind, de exemplu: adresa IP; alti identificatori online;
identificator unic de dispozitiv (ID universal unic — UUID); data si ora accesarii website-ului; istoricul
vizitelor; dispozitivul de pe care accesezi website-ul; tipul de browser de Internet si limba browser-ului;
informatii despre locul in care te afli cAnd accesezi website-ul nostru; functia ta, compania din care faci
parte, comportamentul tau Tn raport cu anumite pagini de pe website-ul nostru, informatiile publice de
pe retelele sociale etc.

In acest caz, ne vom intemeia prelucrarea pe interesele noastre legitime sau, dupa caz, indeplinirea
obligatiilor noastre legale.

2.7.1n general, in orice pozitie te afli:

Putem, de asemenea, sa prelucram datele tale pentru urmatoarele scopuri:
i. Solutionarea cererilor tale. Vom utiliza datele tale pentru araspunde eventualelor
solicitari, cerinte, reclamatii sau oricaror altor intrebari pe care ni le adresezi.
Vom folosi in principal numele, prenumele tau, datele tale de contact (adresa de e-mail, numar de
telefon) si informatii cuprinse in cererea pe care ne-o transmiti.

in acest caz, temeiul prelucrérilor va fi executarea contractului cu tine (daca existd) sau, dupéa caz,
consimtamantul tau.

ii. Raspuns la solicitarile autoritatilor sau prelucrarea datelor in alte cazuri in care legea
ne obliga. Este posibil ca uneori sa avem o obligatie legalda de a comunica datele tale catre
anumite autoritati, de a stoca datele tale pe o anumita perioada sau de a iti prelucra intr-
un alt mod datele. In acest caz, temeiul prelucrarii va fi indeplinirea unei obligatii legale ale

noastre.
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iii. Apararea drepturilor si a intereselor noastre sau ale altor persoane. Este posibil sa
prelucram datele tale pentru constatarea, exercitarea sau apararea drepturilor sau
intereselor noastre sau ale altor persoane Tnaintea instantelor de judecata, a executorilor
judecatoresti, a notarilor publici, a altor autoritati publice, a tribunalelor arbitrale, a
mediatorilor sau a altor organisme publice sau private care solutioneaza dispute, a
avocatilor, consultantilor nostri (cum ar fi auditori, experti sau specialisti) sau ale altor
persoane fizice sau juridice, publice sau private, care sunt implicate in acele dispute.
In aceasta situatie, vom prelucra datele tale cu caracter personal, dupa caz, in temeiul
indeplinirii unor obligatii legale care ne revin sau al intereselor noastre legitime.

iv. Prevenirea fraudelor. Suntem interesati ca activitatea noastra sa se desfasoare in conditii
de legalitate. De aceea, putem prelucra datele tale (cum ar fi prin transmiterea
acestor date catre consultantii nostri din diverse domenii — auditori, avocati etc. ori prin
consultarea acestor date). in aceste cazuri, prelucrarea va fi justificaté de interesele noastre
legitime de a preveni fraudele si alte nelegalitati in activitatea noastra ori, dupa caz, de
obligatiile noastre legale de a asigura legalitatea operatiunilor noastre (cum ar fi obligatii
impuse prin legislatia in domeniul prevenirii spalarii banilor)

2.8.Despre datele tertilor

Daca ne transmiti date cu caracter personal privitoare la alte persoane (de exemplu reprezentantii tai,
membrii tai de familie, persoanele aflate in intretinerea ta etc.), trebuie sa te asiguri ca i-ai informat
despre aceasta si ca i-ai indrumat spre aceasta informare cu privire la modul in care Sl ROMANIA
prelucreaza datele cu caracter personal.

Vom informa respectivele persoane in mod corespunzator despre modul in care le prelucram datele,
atunci cand si daca va fi cazul.

3. CUI PARTAJAM DATELE TALE CU CARACTER PERSONAL
Ca regula, nu vom divulga datele tale catre alte persoane fizice sau juridice.

Incercam sa limitdm accesul la date al persoanelor din afara companiei. Cu toate acestea, in anumite
cazuri este posibil sa fim nevoiti sa divulgam datele tale, potrivit celor de mai jos.

Putem dezvalui datele tale, respectand legea aplicabila, partenerilor de afaceri sau altor terti, cum ar fi
companiile care sunt in cautare de personal. Putem divulga datele tale catre alte companii sau persoane
fizice, cum ar fi: persoane fizice sau juridice care actioneaza ca persoane imputernicite pentru noi in
diverse domenii (cum ar fi arhivarea de documente, distrugerea de documente, sau stocarea de date,
servicii de plata, diverse servicii pe care le putem externaliza, cum ar fi in domeniul resurselor umane,
domeniul juridic), alte persoane, instante, autoritati. in aceste cazuri, vom divulga datele pentru motive
legitime legate de activitatea noastra, cum ar fi asigurarea prestarii serviciilor, asigurarea posibilitatii
noastre de a asigura siguranta documentelor, degrevarea activitatii noastre, constatarea, apararea si
exercitarea drepturilor sau intereselor noastre sau ale unei alte persoane.

De asemenea, am putea partaja datele tale catre parteneri de afaceri ca urmare a unui efort comun de
a oferi un produs sau un serviciu.

Dupa cum am precizat mai sus, in anumite cazuri este posibil s& avem o obligatie legala de a
divulga datele catre autoritati publice sau alte persoane fizice sau juridice.

Putem transmite datele si altor parti avand consimtamantul sau potrivit instructiunilor tale.
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Depunem in permanenté eforturi rezonabile pentru a ne asigura ca acesti terti au implementate masuri
adecvate de protectie si securitate, in conformitate cu scopul pentru care le-am transmis datele si cu
respectarea drepturilor tale.

Ne vom asigura, in limite rezonabile, ca datele tale nu parasesc Spatiul Economic European, insa, in
masura in care vom transfera date catre state din afara SEE, ne vom asigura, in toate cazurile, ca
transferurile sunt legitime si au temei legal.

4. CAT TIMP VOM PASTRA DATELE TALE

Vom stoca datele tale in conformitate cu politica noastra de stocare a datelor cu caracter personal,
care atribuie o perioada de stocare n functie de scopul prelucrarii si categoria de date prelucrate.

Perioadele respective sunt bazate pe prevederile legale (in special din domeniul protectiei datelor cu
caracter personal), avand in vedere, de asemenea, obligatile de stocare a unor anumite date,
termenele de prescriptie aplicabile, practicile recomandate in materie si scopurile activitatii noastre.

In general:
Stocam datele cu caracter personal doar pe perioada necesara indeplinirii scopurilor, dar nu mai mult

de 10 ani de la incetarea contractului sau ultima interactiune cu noi.

Daca aplicatia ta reprezinta o oportunitate pentru acoperirea posturilor vacante, vom stoca datele tale
de aplicare timp de maximum 2 ani in baza noastra de date aferenta candidatilor. Daca avem un interes
pentru stocarea datelor tale, ulterior acestui termen, vd vom contacta in prealabil. In caz contrar, datele
tale vor fi sterse automat dupa 2 ani fara nicio notificare speciald. Dacé nu doresti sa fii inclus in baza
noastra de date aferenta candidatilor, te rugdm sa ne indici acest lucru in scrisoarea de intentie.

in situatia in care vom incepe procesul de recrutare, dar nu te angajam, nu pastram datele personale
decat daca iti exprimi acordul. In caz contrar, acestea sunt sterse/distruse sau transformate in date
anonime.

Dupa incheierea procesului de recrutare, in conditiile descrise mai sus, datele cu caracter personal vor
fi distruse sau sterse din sistemele informatice sau transformate in date anonime pentru a fi utilizate in
scopuri de cercetare stiintifica, istorica sau statistica.

Te rugam sa retii faptul ca Tn anumite situatii expres reglementate de lege, stocam datele pe perioada
care ne este impusa de lege, ca de exemplu pastrarea statelor de platé pe o durata de 50 de ani sau
pastrarea contractelor de munca pe o durata de 75 de ani.

Mentinem e-mailurile venite din solicitari timp de doi ani, dupa care sunt arhivate in siguranta si pastrate

timp de cinci ani, cand le stergem. Inregistrarile de tip CRM sunt pastrate timp de trei ani de la ultimul
contact cu tine.

5. CONSECINTELE SITUATIEI IN CARE NU NE FURNIZEZI DATELE
in cele mai multe cazuri, nu ai obligatia de a ne furniza datele tale cu caracter personal.
Totusi, daca nu ne furnizezi datele solicitate, nu vom putea, de exemplu, sa incheiem sau sa

negociem un contract cu tine, sa prestam serviciile noastre, sa ai acces la toate functionalitatile de pe
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website-ul nostru, sa iti raspundem la reclamatii sau solicitéri ori sa Tti trimitem comunicari cu privire la
serviciile si promotiile noastre care v-ar putea interesa.

6. INEXISTENTA UNUI PROCES DECIZIONAL AUTOMATIZAT
Nu luam decizii bazate exclusiv pe prelucrarea automata a datelor tale (inclusiv crearea de profiluri)

care sa produca efecte juridice cu privire la tine sau care sa te afecteze intr-un mod similar intr-o
masura semnificativa.

7. DREPTURILE TALE S| MODUL DE EXERCITARE

Ai urmatoarele drepturi:

o Dreptul de acces la date. Ai dreptul de a obtine accesul la datele tale pe care le prelucram
sau le controldm sau la copii ale acestora; ai, de asemenea, dreptul de a obtine de la noi
informatii cu privire la natura, prelucrarea si divulgarea acestor date.

o Dreptul la rectificarea datelor. Ai dreptul de a obiine rectificarea inexactitatilor datelor
tale pe care le prelucram sau le controlam.

o Dreptul la stergerea datelor (,dreptul de a fi uitat’). Ai dreptul de a obtine de la noi
stergerea datelor tale pe care le prelucram sau le controlam.

o Dreptul la restrictionarea prelucrarii datelor. Ai dreptul de a restrictiona prelucrarea
datelor tale pe care le prelucram sau le controlam.

e Dreptul de a obiecta. Ai dreptul de a obiecta la prelucrarea datelor tale de catre
noi sau Tn numele nostru.

o Dreptul la portabilitatea datelor. Ai dreptul de a obtine transferul catre un alt operator al
datelor tale pe care le prelucram sau le controlam.

e Dreptul la retragerea consimtamantului. in situatile in care prelucrdm datele tale in
temeiul consimtamantului tau, ai dreptul de a iti retrage consim{amantul; poti face aceasta in
orice moment, cel putin la fel de usor cum ne-ai acordat initial consimtamantul; retragerea
consimtamantului nu va afecta legalitatea prelucrarii datelor tale pe care am realizat-o inainte
de retragere.

o Dreptul de a depune o plangere la autoritatea de supraveghere. Ai dreptul de a depune o
plangere la autoritatea de supraveghere a prelucrarii datelor cu caracter personal cu privire
la prelucrarea datelor tale de catre noi sau in numele nostru. in Romania, aceasta autoritate
este Autoritatea Nationald de Supraveghere a Prelucrarii Datelor cu Caracter Personal
(ANSPDCP).

Drepturile enumerate mai sus nu sunt absolute:

o Exista exceptii, de aceea fiecare cerere primita va fi analizata astfel incat s& decidem daca este
intemeiatd sau nu. In mé&sura in care cererea este intemeiata, iti vom facilita exercitarea
drepturilor si te vom informa. Daca cererea este neintemeiata, o vom respinge, insa te vom
informa asupra motivelor refuzului si asupra drepturilor de a depune o plangere la Autoritatea
de Supraveghere si/sau de a te adresa justitiei.

¢ Vom incerca sa raspundem solicitarii in termen de 30 de zile. Cu toate acestea, termenul poate
fi prelungit in functie de diferite aspecte, precum complexitatea cererii, numarul mare de cereri
primite sau imposibilitatea de a te identifica intr-un termen util.
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e Daca, desi depunem toate eforturile, nu reusim sa te identificam, iar tu nu ne furnizezi informatii
suplimentare pentru a reusi sa te identificdm, nu suntem obligati s& dam curs solicitarii.

Cum iti poti exercita drepturile

Pentru a exercita unul sau mai multe dintre aceste drepturi sau pentru a adresa orice intrebare despre
oricare dintre aceste drepturi sau orice prevedere din aceasta informare sau despre oricare alte
aspecte ale prelucrarii datelor tale de catre noi, te rugdm sa utilizezi detaliile de contact din sectiunea
DATELE NOASTRE DE CONTACT, de mai jos.

8. DATELE NOASTRE DE CONTACT
Denumire completa: Societatea Sll IT&C SERVICES SRL (,SIl Romania”)

Adresa sediu social (adresa corespondenta): Bucuresti, Sector 5, Str. Sergent Nutu lon nr. 44, Cladirea
One Cotroceni Park Office, Tronson A+B, etaj 5.

Numar de telefon: 021 320 2310 (disponibil intre orele): 09:00-18:00 de Luni pana Vineri.

Adresa de email: gdpr@siiromania.ro

Website: www.siiromania.ro

De asemenea, il poti contacta pe Responsabilului nostru cu protectia datelor la adresa de e-mail

dpo@siiromania.ro.

9. MODIFICARILE ACESTEI NOTE DE INFORMARE

Revizuim in mod regulat si, daca este cazul, actualizam periodic aceasta Nota de informare atunci cand
intervin modificari.

Te rugam sa consulti aceasta Nota de informare periodic pentru orice modificari.

InfoNote-001 General Info Note Sll Romania

GENERAL INFORMATION NOTE RELATED TO PERSONAL DATA
PROCESSING WITHIN Sl ROMANIA

The purpose of this document is to make clear what data we process, in what way and for what purpose,
as per the applicable laws in force, including Regulation (EU) 2016/679 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation). We respect your privacy and never
sell lists or email addresses. Being fully aware that the personal information belongs to you, we do our
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best to store and process it securely. We do not provide information to third party without informing you
beforehand.

Listed below the data that we do process related to you, irrespective of your client/ job status:

b client/partner — natural person,

b representative of a client / partner- legal person

b applicant of an offer or person contacting us for other purposes (for example in relation to various
claims, requests or job applications

b visitor of our headquarters

b former/current or possible employees or interns

b visitor to our website etc.

This General Information Note has the following table of content:

1. Definitions / terms;

2. The categories of personal data;

3. The purposes for which we process personal data;

4. Grounds that justify our processing of personal data;

5. The persons to whom we may divulge the data;

6. The period for which we store any data;

7. The consequences of refusing to provide us with personal data relating to you;
8. Your rights and information regarding their exercise;

9. Our contact details;

10. Changes to this information note.

1. DEFINITIONS. TERMS

e Supervisory Authority for Personal Data Processing: Independent public authority which has,
in accordance with the law, duties referring to the surveillance of rightful enforcement of data
protection. In Romania, this supervisory authority is the National Supervisory Authority for
Personal Data Processing (ANSPDCP).

e Personal data: Any information relating to an identified / identifiable individual, especially by
reference to an identification element, such as: name, identification number, localization data,
online identifying factor, one or multiple elements specific to their own physical, physiological,
genetic, psychic, economic cultural or social identity of that person (such as name and surname;
residence or domicile, email address, phone number, Personal identification number (CNP);
accessed medical services (Sensitive data); diagnosis set (Sensitive data); genetic data (Sensitive
data) biometric data (Sensitive data); geolocation data. Personal data categories related to you,
which we process, are described below (Sensitive data)

e Special personal data (Sensitive personal data/ sensitive data): Data with personal
information revealing e.g. the race or ethnic origin, the political opinions, religion or philosophic
convictions, or union membership; genetic data; biometric data for the sole identification of a
natural person; data about health or sexual life or sexual orientation of a natural person.

o Data Controller: Any natural or legal person that determines the purposes and means of
processing personal data. According to the law, the liability for complying with the personal data
law belongs to the Controller. In relation to you, we are the controller and you are the subject.

e Data Processor: A Data Processor processes the data on behalf of the Data Controller, not
including the controller’'s employees.
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o Data Subject: Natural person to which certain personal data refer (“belong”). For us (controller),
you are the data subject.

o Processing of Personal Data: Any operation performed on personal data or on sets of personal
data, including automated means, such as creation, collection, storage, use, view, transmission,
dissemination or making available by any other means, alignment or combining, restriction,
deletion or destruction of that personal data/ personal data sets. These are mere examples. In
practice, the processing means any personal data operation, either by automated or manual
means.

e Third Party State: A state outside the European Union and the European Economic Area.

2. CATEGORIES OF DATA. PURPOSE. GROUNDS

2.1. Members (representatives, employees, collaborators and so on) of our clients/ contractual partners

— legal persons)

We can process your data for:

i. Maintaining the contract relation with the company you are part of. In order to be able to
collaborate with the company you are part of (including the ability to communicate with you in
order to solve possible problems that your company or Sl ROMANIA might encounter in
relation to the contract between them), we shall need to process your personal data. In this
case, we shall base our processing on our legitimate interests in order to enforce and
perfomerm the contracts that we concluded in good conditions.

We shall mainly process the following data which refer to you: first and last name, position, company,
phone number and email address.

ii. Marketing communication. In order to send you communications and offers related to our
products, services and promotions, it is necessary to process your personal data. In this case,
the processing of the personal data shall be based on your consent to receive such notices
from us or, if applicable, on our legitimate interests, if following our analysis, we reached the
conclusion that our legitimate interests must prevail.

We will mainly process the following data related to you: last and first name, phone number and email
address.

2.2. Members (representatives, employees, collaborators and so on) of our current or potential clients
Sll Romania

We can process personal data related to you for:

i.  Supply of our services. We will use your data to sent you an offer (upon your request), in
order to conclude and sign the contract with the Company that you are part of and in order to
make sure that we provide you the requested services. In this case, we shall base our
processing on the need to conclude and/ or execute the contract with the Company with which
you are associated.

We will mainly process your identification data (first and last name, position, email address and phone
number).
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i. Solving your requests. We will use your data in order to answer to possible requests,
demands or any other questions you will send us.

In this case, the ground of processing will be the conclusion and execution of the agreement with you
or, if applicable, your agreement. We will mainly use your first and last name, your contact data (email
address, phone number) and the information from the request that you will send us.

iii. Marketing communication. In order to send you communications and offers related to our
products, services and promotions (from our initiative), it is necessary to process your personal

data. In this case, the processing of data will be grounded on your agreement.

We will mainly process the following personal data related to you: first and last name, email address
and phone number.

2.3. Members of public authority

We will use your personal information to fulfil our legal obligations, such as responding to requests from
authorities, keeping registers provided by law, and other similar events.

For example, we will have to keep the name, surname, authority you are part of and your signature in
the control records that the law requires us to keep. Also, if you submit a request for information from
your authority / employer, we will process your data (first and last name, position, employer) in order to
respond.

2.4. Job/ internship candidates at SII ROMANIA

It is possible that we process your personal data during any recruitment process. In order to be able to
analyse your application, we need to process the data included therein. This data will usually include
your first and last name, contact details (phone number and e-mail address), professional experience,
education, and any other information you will find in your CV and other documents that we might request
from you or you sent it to us voluntarily. In these cases, we will base your data processing on the
conclusion / execution of the employment contract, internship, etc.

If we ask you to submit referral letters to us, we will process personal data related to the opinion of the
persons who made those recommendations about you. In these cases, the source of your personal
data will be those people. Also, in this case, we will process personal data of the persons who made
these letters (based on our legitimate interests and/or based on their consent given to you) and related
to other identified/ identifiable persons mentioned in these documents (based on our legitimate
interests).

2.5. If you are a visitor of our headquarters or other facilities of ours

Then it is likely that we use your personal data to ensure the security of people and corporate entities.
On our premises we have video surveillance cameras (CCTV — closed circuit television) to ensure the
security of our employees, of other people in those rooms and of our assets. So, we will process images
(video images) with you for 30 days after that they will be deleted. In all cases, we have indicated the
places where these cameras are located by means of information plates, in accordance with the law.
Data processing for this purpose is based on our legitimate interest for ensuring the security of people
and objects in our premises.
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After the analysis of the identified risks of: armed assault, stealing goods, attempted fraudulent intrusion,
vandalism attack, terrorist attack, and explosive malicious attack, we found out that in order to achieve
the intended aim of ensuring the physical security of our employees, of other people in our areas and
our assets, no other types / measures taken have proven their effectiveness.

2.6. If you are a visitor of our websites or you interacted with any of our social media pages

Then it is likely that we used your personal data for the following purposes:

i Improving the experience on our website. In order to take into account the preferences
you have expressed in previous browsing sessions, we adapt our website to the device you
are using to solve the problems you might encounter when accessing. We process data
like: IP address; cookie identifiers; other online identifiers; Unique device identifier (Unique
Universal ID — UUID) date and time of website access; visit history; web request; the device
on which you access the website; type of Internet browser and browser language; event
information on your device (for example, errors), information about the hardware settings
of your device; information about where you are when you access our website, your
position, and / or the company you are part of.

For more information on the way in which we use the Cookies technology and other similar
technologies, please access our dedicated policies for the website’s confidentiality
at https://www.siiromania.ro/privacy-policy/ and on the use of cookies at
https://www.siiromania.ro/cookies-policy/.

The basis for processing will often be our consent or our legitimate interest.

ii. Knowing the opinions which you communicate to us. Also, when post a comment under
one of our posts on social networks, press the Like button, redistribute our post or send us
a message on one of our pages, we will mainly process your data that you have sent us
(username, position, company, profile photo, action you have taken: — like / other reaction
or the content of your comment).

In these cases, we shall base our processing on the necessity to execute the terms and conditions of
our website that you have read and accepted and/or on your consent.

iii. Management of our communication and IT systems and their protection. We can
process your data for: management of our communication systems, management of our IT
security; security audits on our IT networks; protection of data and systems against attacks
and any other similar virtual actions.

For this purpose, we will mainly process data on, for example: |IP address; other online identifiers;
Unique device identifier (Unique Universal ID — UUID) date and time of website access; visit history;
the device on which you access the website; type of Internet browser and browser language; information
about where you are when you access our website; your position, the company you are part of, your
behaviour in relation to certain pages on our website, public information on social networks etc. In this
case, we will base our processing on our legitimate interests or, as the case may be, the fulfiiment of
our legal obligations.
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2.7. In general, irrespective of your job position:

We can also process your data for the following purposes:

i. Settlement of your requests. We will use your data to respond to any requests, demands,
complaints, or any other questions you may have.

We will mainly use your last and first name, your contact details (email address, telephone number) and
information contained in the request you are sending us.

In this case, the basis of the processing will be the execution of the contract with you (if any) or, as the
case may be, your consent.

ii. Answer to the requests of authorities or the processing of data in other cases in
which the law forces us. Sometimes we may have a legal obligation to communicate your
data to certain authorities, store your data over a certain period, or otherwise process your
data. In this case, the basis of the processing will be the fulfilment of our legal duty.

iiii. Protecting our rights and interests or those of other persons. We may process your
data for ascertaining, exercising or defending our rights or interests or other persons before
courts of law, bailiffs, notaries, other public authorities, arbitration tribunals, mediators or
other public bodies; or lawyers, consultants (such as auditors, experts or specialists) or
other natural or legal persons, whether public or private, who are involved in those disputes.
In this situation, we will process your personal data, as appropriate, on the basis of the
fulfilment of our legal obligations or our legitimate interests.

iv. Prevention of frauds. We are interested in our activity being carried out in a legally binding
manner. That is why we can process your data (such as by transmitting this data to our
consultants in various fields — auditors, lawyers, etc. or by accessing this data). In such
cases, processing will be justified by our legitimate interests in preventing fraud and other
unlawfulness in our business, or, as the case may be, by our legal obligations to ensure
the lawfulness of our operations (such as obligations imposed by legislation in the field of
money laundering prevention)

2.8. On third party data

In case you send us personal data about other people (i.e. your representatives, your family members,
your dependents, etc.), you have to make sure that you have informed them about it and that you have
directed them to this information on how Sl ROMANIA processes personal data.
We will inform those persons rightfully on the way in which we process personal data, when and if
applicable.

3. WITH WHOM WE SHARE YOUR PERSONAL DATA

As a rule, we will not disclose your data to other individuals or businesses. We are trying to limit data
access to people outside the company. However, in some cases, we may have to disclose your data,
as described below. We may disclose your data, by compliance with applicable law, to business
partners or other third parties, such as companies that are looking for staff.We may divulge your data
to other companies or individuals, such as: natural or legal persons acting as agents empowered for us
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in various areas (such as document filing, document destruction, or data storage, payment services,
various services we can outsource, such as human resources, legal field), other people, courts,
authorities. In such cases, we will disclose the data for legit reasons related to our activity, such as the
provision of services, the assurance of our ability to secure the documents, the reduction of our activity,
the discovery, defence and exercise of our rights or interests or of another person.

We could also share your data with business partners as a result of a joint effort to offer a product or
service. As stated above, in some cases we may have a legal obligation to disclose the data to public
authorities or other natural or legal persons. We may share data with other parties with your consent or
your instructions. We are continually making reasonable efforts to ensure that these third parties have
implemented appropriate safeguards and security measures in accordance with the purpose for which
we have transmitted the data and in order to respect your rights.

We will ensure, within reasonable limits, that your data does not leave the European Economic Area,
but as we transfer data to non-EEA countries, we will ensure, in all cases, that the transfers are
legitimate and have a legal basis.

4. HOW LONG WILL WE STORE YOUR DATA

We will store your data in accordance with our personal data storage policy, which assigns a storage
period according to the purpose of the processing and the data category processed. These periods are
based on legal provisions (especially in the field of personal data protection), also obligations to store
certain data, the applicable prescription terms, the recommended practices in the area and the purposes
of our activity.

In general:
We store personal data only for the time required to meet our goals, but no more than 10 years after

the termination of the contract or from the last interaction with us. If your application is an opportunity
to fill in vacant positions, we will store your application data for up to 2 years in our Candidate Database.
If we have an interest in storing your data after that deadline, we’ll contact you beforehand. Otherwise,
your data will be deleted automatically after 2 years without any special notice. If you do not wish to be
included in our Candidate Database, please indicate this in the Letter of Intent. If we start the recruitment
process but we do not hire you, we do not keep your personal data unless you agree. Otherwise, it is
deleted / destroyed or converted into anonymous data.

After completing the recruitment process, under the conditions described above, personal data will be
destroyed or deleted from computer systems or converted to anonymous data for scientific, historical
or statistical research purposes. Please note that in certain situations specifically governed by law, we
store the data for the period required by law, such as the payrolls for 50 years and the employment
contracts for 75 years.

We keep emails with requests for two years, after which they are safely archived and kept for five more
years and then deleted. CRM records are kept for three years after your last contact with you.

5. CONSEQUENCES OF SITUATION IN WHICH YOU DO NOT PROVIDE US WITH YOUR DATA

In most cases, you are under no obligation to provide us with your personal data. Yet, if you do not
provide the required data, we will not be able, for example, to conclude or negotiate a contract with you,
provide our services, access all the functionality on our website, respond to complaints, or requests or
to send you communications about our services and promotions that may be of interest to you.
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6. NONEXISTENCE OF AN AUTOMATIC DECISION- MAKING PROCESS

We do not take decisions exclusively based on the automatic processing of your data (including
profiling), that would produce legal effects related to you or that would affect you similarly in a significant
measure.

7. YOUR RIGHTS AND EXERCISING METHOD
You have the following rights:

o The right of access. You have the right to access your data which we process or control or make
copies thereof; you also have the right to obtain new information on the nature, processing and
disclosure of such data.

o The right to rectification. You have the right to rectify the inaccuracy of your data which we
process or control.

o The right to erasure (,,right to be forgotten”). You have the right to obtain from us the erasure
of your data which we process or control.

¢ The right to restrict processing. You have the right to restrict the processing of your data which
we process or control.

¢ The right to object. You have the right to object to the processing of your data by us or on our
behalf.

o The right to data portability. You have the right to get the transfer to another operator of your
data which we process or control.

o The right to withdraw consent. In cases in which we process your data based on our consent,
you have the right to withdraw your consent; you can do that at any moment, at least as easy as
when you gave us the initial agreement; withdrawal of the consent will not affect the legal character
of processing your data which we achieved before the withdrawal.

o Theright to file a complaint to the supervisory authority. You have the right to file a complaint
at the supervisory authority in relation to the processing of the data by us or in our name. In
Romania, this authority is the National Supervisory Authority for Personal Data Processing
(ANSPDCP).

The rights mentioned hereabove are not absolute:

o There are exceptions, so each request received will be analysed so that we can decide whether
it is founded or not. To the extent that the application is well founded, we will facilitate the exercise
of your rights and we will inform you. If the claim is unfounded, we will reject it, but we will inform
you of the reasons for the refusal and the rights to file a complaint with the Surveillance Authority
and / or take it to a court of law.

o We will try to respond to the request within 30 days. However, the deadline may be extended
depending on various aspects, such as the complexity of the application, the large number of
requests received or the failure to identify you within a proper time limit.

o |f we fail to identify you, and you do not provide us with additional information to identify you, we
are not required to comply with the request.
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How can you exercise your rights:

In order to exercise one or multiple rights or in order to ask any question about any of these rights or
any provision from tis notification or any aspect of us processing your personal data, please use the
contact details from the below section OUR CONTACT DETAILS.

8. OUR CONTACT DETAILS

You can contact us by using the information below.

Name: Sl IT & C SERVICES SRL

Address: ONE Cotroceni Park Office — 44, Sergent Nutu lon street, unit A+B, 5th floor, district 5,
Bucharest (access through no. 1, Progresului street)

Phone number: 021 320 2310 (available between): 09:00-18:00 Mondays to Fridays

Email address: gdpr@siiromania.ro

Website: https://www.siiromania.ro/

Also, the contact data of our officer in charge of data protection:

e Email address: dpo@siiromania.ro

9. FUTURE AMMENDMENTS
We regularly review and, if necessary, update this Information Note periodically when changes occur.

Please consult this Note periodically to inform yourself of any changes we have made. Any changes
we make in the future will be posted on this page.
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